
Configuring GEM ɀ A Primer Page 1 
 

 

Configuring GEM ɀ A Primer  

Easier than you think  
 
D9a ƎƛǾŜǎ ȅƻǳ ƳǳƭǘƛǇƭŜ ƻǇǘƛƻƴǎ ŦƻǊ ŎƻƴŦƛƎǳǊƛƴƎ ΨƎǊƻǳǇΩ ǊǳƭŜǎΦ ¢Ƙŀǘ ƛǎΣ ŀ ǎƛƴƎƭŜ ǊǳƭŜ ǘƘŀǘ ŎƻǾŜǊǎ ƳǳƭǘƛǇƭŜ 
people or multiple organizations or multiple business classifications. This is a very important concept. 
 

¶ You do not need to have a rule for each employee. 

¶ You do not need to have a rule for every customer. 

¶ You do not need to have a rule for every business classification. 
 
Theoretically, you could get by with a single rule covering all employees but in ǊŜŀƭƛǘȅ ǘƘŀǘ ǿƻƴΩǘ ǿƻǊƪ 
because of the need to assign appropriate security classifications to emails.  In the following example we 
will show you how you can analyze, capture and classify all emails to and from your employees (internal 
and external emails) with just 10 rules. These same 10 rules would work equally well for an organization 
with 100 employees as for an organization with 10,000 employees. 
 
GEM includes clever functionality to allow you to capture most emails with group rules. These group 
rules can be: 

1. Employee-centric; 
2. Customer-centric; 
3. Classification-centric; or 
4. Any combination of the above. 

 
The example in this paper is employee-centric. 
 
Lǘ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊ ǿƘƛŎƘ rule type you choose (i.e., employee, customer or classification) because any 
one can capture all of your emails. And, once the emails are in the RecFind 6 database, they can be 
securely accessed, enterprise-wide using our sophisticated search functions. In RecFind 6 you can search 
for emails on any component of the email (e.g., sender, recipient, subject, text of the email, text of the 
attachment, etc) regardless of what type of rule you have used to capture emails. 
 
This is really what you need to do; you need to capture all valid corporate emails, store them in an 
iƴǾƛƻƭŀǘŜ ǎǘŀǘŜ ƛƴ ǘƘŜ ŘŀǘŀōŀǎŜ όǎƻ ǘƘŜȅ ŎŀƴΩǘ ōŜ ŎƘŀƴƎŜŘ ōȅ ŜƴŘ-users) and then provide access via your 
corporate security regime making sure people only get to see emails they are authorized to see. 
The database then becomes both an invaluable information resource (an instantly accessible source of 
knowledge) and an email archive for the purpose of all compliance legislation. 
 
There is a sequence of steps you need to go through to properly configure employee-centric rules in 
GEM.  
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1. You can't begin to define rules until you know and agree on exactly what it is you want to 
achieve. So, please talk, discuss and agree BEFORE you start configuring GEM. 

2. Agree on security. When we store emails in GEM we give every email a security code that 
determines who can see it and who can't see it when searching in RecFind 6. For example, agree 
on a security classification system like the following - Directors, Managers, Sales, Support, 
Administration, Marketing, R&D, etc. Then agree on who can see what - for example, directors 
can see everything but support people can only see support emails. Sales people can see sales 
and support and marketing emails, etc. Get this aspect clear and agreed before configuring rules 
otherwise you will end up doing a lot of rework. Once agreed, configure your security 
classifications in the RecFind 6 DRM. If you are already a RecFind 6 user then simply use the 
security rules you already operate under. One set of security rules should apply to all 
ΨŘƻŎǳƳŜƴǘǎέ ƴƻ ƳŀǘǘŜǊ ǿƘŀǘ ǘƘŜ ŦƻǊm (e.g., emails, electronic documents and paper).  

3. Agree on ǿƘŀǘ ŎƻƴǎǘƛǘǳǘŜǎ ŀ ǾŀƭƛŘ ŎƻǊǇƻǊŀǘŜ ŜƳŀƛƭ ŀƴŘ ǿƘŀǘ ŎƻƴǎǘƛǘǳǘŜǎ ŀ ΨǇǊƛǾŀǘŜΩ ŜƳŀƛƭΦ aƻǎǘ 
organizations allow some degree of private usage of the email system. There are also a plethora 
of laws and reƎǳƭŀǘƛƻƴǎ όŘƛŦŦŜǊƛƴƎ ōȅ ƻǊƎŀƴƛȊŀǘƛƻƴΣ ǎǘŀǘŜ ŀƴŘ ŎƻǳƴǘǊȅύ ǘƘŀǘ ǎǇŜŎƛŦȅ Ƙƻǿ ΨǇǊƛǾŀǘŜΩ 
email must be handled. Because there is no real way a computer program can read the text of 
an email and decide if it is private or not (e.g., an invitation to lunch could be private or 
business) the easiest way to handle this thorny issue is to tell all employees that private emails 
ǿƛƭƭ ƻƴƭȅ ōŜ ǊŜŎƻƎƴƛȊŜŘ ƛŦ ǘƘŜȅ ƘŀǾŜ ǎǇŜŎƛŦƛŜŘ ǘŜȄǘ ƛƴ ǘƘŜ ǎǳōƧŜŎǘ ƭƛƴŜΣ ŜΦƎΦΣ άtǊƛǾŀǘŜŜƳŀƛƭέΦ ¢ƘŜƴ 
simply set up the first rule in GEM to look for the term in the subject line and if present, ignore 
the email (i.e., do not capture). 

4. Discuss and agree on the initial set of Rules. I would keep this as simple as possible. A good tip is 
to link them to the agreed security classifications. So, if you agree on say 6 security 
classifications then begin with 6 Rules, one for each security classification. That is (in the 
example above) one Rule for Directors, one Rule for sales, etc. You can always add and refine 
rules as you gain experience but I am a big advocate of "getting wet slowly". Get a simple easy 
to test and easy to verify version up and running first. You may just select one security group for 
the initial implementation as a proof of concept.  

5. Configure your Rules. 

6. !ŘŘ ŀ ΨŎŀǘŎƘ-ŀƭƭΩ ǊǳƭŜ ŀǎ ǘƘŜ last rule in GEM (so you can see what your other rules have missed). 

7. Test 

The most important thing to know about rules in GEM?  
 
They are applied in order. So the order of your rules is VERY important. When GEM looks at an email it 
first applies rule 1, the one at the top of your rules list. LŦ ǘƘŀǘ ǊǳƭŜ ŘƻŜǎƴΩǘ ŀǇǇƭȅ ƛǘ ǿƛƭƭ ǘƘŜƴ ƭƻƻƪ ŀǘ ǊǳƭŜ н 
ŀƴŘ ǎƻ ƻƴΦ !ƭǿŀȅǎ ƪŜŜǇ ǘƘƛǎ ƛƴ ƳƛƴŘ ǿƘŜƴ ŎƻƴŦƛƎǳǊƛƴƎ ŀƴŘ ΨƻǊŘŜǊƛƴƎΩ ǊǳƭŜǎΦ 
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Configuring rules in GEM ɀ where do you begin? 
 

 
 
 
As this example is based around ǘƘŜ ŜƳǇƭƻȅŜŜ ǊǳƭŜ ŀƴŘ ΨƎǊƻǳǇΩ ǊǳƭŜǎ ǿŜ ǿƛƭƭ ōŜƎƛƴ ǿƛǘƘ ǘƘŜ ¦ǎŜǊ 
Configuration icon. 
 
The following user configuration screen is a simple example showing how we have grouped our 
employees into groups defined by our company security scheme. GEM will automatically populate the 
left side of this screen when you select your email server. All you have to do is add the Groups (e.g., 
Accounts or Directors) and then move the employees from the left side of the screen to the appropriate 
group on the right side of the screen. bƻǿ ȅƻǳ ƘŀǾŜ ǿƘŀǘ D9a Ŏŀƭƭǎ ΨaƻƴƛǘƻǊŜŘ !ŎŎƻǳƴǘǎΩΦ 
 

 
 
The number of groups you define will determine the number of rules you need to define. 
 
bƻǿ ƭŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜ ǎŀƳǇƭŜ ǊǳƭŜǎ ǎŎǊŜŜƴΦ 
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In the above rules screen we have defined 10 rules. Eight of those are based on our employee groups, 
ƻƴŜ ƛǎ ǘƻ ǊŜƳƻǾŜ ǎǇŀƳ ǘŀƎƎŜŘ ōȅ ƻǳǊ ǎǇŀƳ ŦƛƭǘŜǊ ŀƴŘ ƻƴŜ ƛǎ ŀ ΨŎŀǘŎƘ-ŀƭƭΩ ǘƻ ƳŀƪŜ ǎǳǊŜ ƴƻǘƘƛƴƎ Ŧŀƭƭǎ 
through our net. 
 
Remember that the rules are processed in order, top to bottom. So, the first thing we do is inspect the 
email to see if it is spam. If it is, we ignore it because we do not want to save it in our K1 or RecFind 6 
database. 
 
 
 
 



Configuring GEM ɀ A Primer Page 5 
 

 
 
Notice that ǿŜ ŘƻƴΩǘ ǎŜǘ ŀƴȅ ŎŀǇǘǳǊŜ conditions ōŜŎŀǳǎŜ ƛŦ ǘƘƛǎ ǊǳƭŜ ƛǎ ΨǘǊǳŜΩ ǿŜ ŀǊŜ ƴƻǘ ƛƴǘŜǊŜǎǘŜŘ ƛƴ 
capturing the email. 
 
The next rule is the Directors rule.  
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Notice that with this rule we do set capture conditions (next screen). 
 
¢Ƙƛǎ ƛǎ ŀ ƳƻǊŜ ŎƻƳǇƭŜȄ ǊǳƭŜ ōŜŎŀǳǎŜ ǿŜ ƻƴƭȅ ǿŀƴǘ ǘƻ ŀǇǇƭȅ ŀ ǎŜŎǳǊƛǘȅ ŎƻŘŜ ƻŦ Ψ5ƛǊŜŎǘƻǊǎΩ ƛŦ ǘƘŜ ŜƳŀƛƭ ƛǎ 
from a director to a director or from an external contact to a director or from a director to an external 
ŎƻƴǘŀŎǘΦ ²Ŝ Řƻ ƴƻǘ ǿƛǎƘ ǘƻ ŀǇǇƭȅ ǘƘŜ ŘƛǊŜŎǘƻǊǎΩ ǎŜŎǳǊƛǘȅ ŎƻŘŜ ǘƻ ŜƳŀƛƭǎ ōŜǘǿŜŜƴ directors and other 
ǎǘŀŦŦ ƳŜƳōŜǊǎ ōŜŎŀǳǎŜ ǘƘŀǘ ǿƻǳƭŘ ǇǊƻƘƛōƛǘ ǘƘƻǎŜ ǎŀƳŜ ǎǘŀŦŦ ƳŜƳōŜǊǎ ŦǊƻƳ ǎŜŜƛƴƎ ΨǘƘŜƛǊΩ ŜƳŀƛƭǎ once 
they are stored in the K1 or RecFind 6 database. 
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If the email being examined meets this rule we capture it and store it in the RecFind 6 or K1 database 
according to the specified capture conditions as follows: 
 

 
 
L ǿƻƴΩǘ Ǝƻ ǘƘǊƻǳƎƘ ŀƭƭ ǘƘe options and parameters in this paper because they are all covered in the help 
screens. 
 
[ŜǘΩǎ ŀƭǎƻ ƭƻƻƪ ŀǘ ǘƘŜ ƳŀƴŀƎŜǊǎΩ rule ς that rule based on the managersΩ security code and grouped as a 
ƳƻƴƛǘƻǊŜŘ ŀŎŎƻǳƴǘ ŎŀƭƭŜŘ ΨƳŀƴŀƎŜǊǎΩΦ 
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!ƴŘ Ŧƛƴŀƭƭȅ ƭŜǘΩǎ ƭook at our catch-all rule; making sure nothing slips through our net. This is the last rule 
to be processed so if an email has conditions that are not met by any of the previous rules it will end up 
being processed by this last rule. 
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wŜƳŜƳōŜǊ ǘƘŀǘ ΨƳƻƴƛǘƻǊŜŘ ŀŎŎƻǳƴǘǎΩ ŀǊŜ ǘƘƻǎŜ ƎǊƻǳǇǎ ƻŦ ŜƳǇƭƻȅŜŜǎ ǿŜ ǇǊŜǾƛƻǳǎƭȅ ŘŜŦƛƴŜŘ ōŀǎŜŘ ƻƴ 
the security used within our organization. 
 

Summary 
As a rule of thumb every email we receive or send will have one of our valid email addresses as a sender 
or recipient (or CC address). So if we use the employee rule we can easily capture all emails sent and 
received by our organization. 


