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Configuring GEM z A Primer
Easier than you think
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people or multiple organizations or multiple business classifications. This is a very importegpico

1 You do not need to have a rule for each employee.
1 You do not need to have a rule for every customer.
1 You do not ned to have a rule for every business classification.

Theoretically, you could get by with a single rule covering all employeesbibih t A 1 & GKIF G 62

because of the need to assign appropriate security classifications to ermaitse following example we

will show you how you can analyze, capture and classify all emails to and from your emiiotezaal

and external emailsyith just 10 rules. These same 10 rules would work equally well for an organization
with 100 employeessaforan organization with ,000 employees.

GEM includes clever functionality to allow you to capture most emails with group rules. These group
rulescan be:

1. Employeecentric;

2. Customercentric;

3. Classificatiorcentric; or

4. Any combination of the above.

The example in this paper is employeentric.

Li R2Say QiruldtypayduSchdose (6., @rfployee, customer or classification) because any
onecan capture all of your email&nd, once the emails are in tikecFind 6 database, they can be
securely accessed, enterpriggéde using our sophisticated search functionsRetFind 6 you can search
for emails on any component of therail (e.g., sender, recipient, subject, text of the email, textef
attachment, etc) regardless of what type of rule you have used to capture emails.

This is really what you need to dmu need to capture all valid corporate emails, store them in an
yO@A2E LGS adlradS Ay GKS RI Gl -oskrs) &nd theén providkasaess G ypu
corporate security regime making sure people only get to see emails they are authorized to see.

The database then becomes both andtuable informatiorresource (an instantly accessilsleurce of
knowledge) and an email archive for the purpose of all compliance legislation.

There is a sequence of steps you need to go through to properly configure emygente rules in
GEM.

Configuring GEMz A Primer Pagel

0

w3

y Q

w»




1. You can't begin to defenrules until you know and agree on exactly what it is you want to
achieve. So, please talk, discuss and agree BEFORE you start configuring GEM.

2. Agree on security. When we store emails in GEM we give every email a security code that
determines who can seiéand who can't see it when searchingRecFind 6. For example, agree
on a security classification system like the followilirectors, Managers, Sales, Support,
Administration, Marketing, R&D, etc. Then agree on who can seeVibiaexample directors
can see esrything but sipport people can only sesupport emaik. Sales people can ssaes
and support andmarketingemails etc. Get this aspect clear and agreed before configuring rules
otherwise you will end up doing a lot of rewof®nce ageed, configure your security
classifications ithe RecFind 6 DRNF you are already BecFind6 user then simply use the
security rules you already operate undéme set of security rules should apply to all
WR2O0dzYSy G aé¢ y2 ifled. je®a3, detrotic dicKnSntsFadd\daper).

3. Agreeorng K i O2yadAiddziSa + @FfAR O2NLIRNFXGS SYI Af
organizations allow some degree of private usage of the email system. There are also a plethora
oflawsandr@dzf i A2ya ORAFTFSNARAY3I o6& 2NBFYATFGA2Yy X
email nust be handledBecause there is no real way a computer program can read the text of
an email and decide if it is private or not (e.g., an invitation to lwwiidbe private or
busines} the easiest way to handle this thorny issue is to tell all employees that private emails
gArff 2yteé 0SS NBO2IyAT SR AT (KSe KI @S aLISOATA
simply set up the first rule in GEM to lofuk the term in the subject line and if present, ignore
the email (i.e., do not capture).

4. Discuss and agree on the initial set of Rules. | would keep this as simple as possible. A good tip is
to link them to the agreed security classifications. So, ifagnee on say 6 security
classifications then begin with 6 Rules, one for each security classification. That is (in the
example above) one Rule for Directors, one Rule for salesyetcan always add and refine
rules asyou gain experience but | am agoadvocate of "getting wet slowly". Get a simple easy
to test and easy to verify version up and running first. You may just select one security group for
the initial implementation as a proof of concept.

5. Configure your Rules.
6. ! RR I - w@ Qi M=t rSle ih GEMsSb Kdb can see what your other rules have missed)
7. Test

The most important thing to know about rules in GEM?

They are applied in order. So the order of your rules is VERY important. When GEM looks at an email it
first applies rule 1, taone at the top of your rules ligt. ¥ G Kl & NXzZ S R2Say Qi | LI
FYR a2 2y® !tgleéa 1SSLI GKAa AY YAYR gKSy O2y¥A13
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Configuring rules in GEM z where do you begin?

As this example is based arouddK S S Y LJX 28 SS NHzZA S | yR WINERdzZLIQ NIXzf S
Configuration icon.

The following user configuration screen is a simple example showing how we have grouped our
employees into groups defined by our company security scheme. GEM will autatiyapiopulate the
left side of thisscreenwhen you select your email serveXll you have to do is add the Groups (e.qg.,
Accounts or Directors) and then move the employees from the left side of the screen to the appropriate

group on the right side of thecreenb 2 ¢ &2 dz KI @S ¢KI G D9a OlFfta Waz2y

% GEMConfigurationUtility 1.6 EX

Available Accounts Monitored Accounts
Administrator (=) Accounts
demo - Filomena Marcal
gemuser2 =) Directors
Julien &rsac - Frank McKenna
k1gemtest

- Kay McKenna

CATOros | pios - Michelle McKenna

Mailloop Account

Maria Rossides - Sam McKenna

Melinda Harlow [=)- Managers

Reception - David Lavelle-Mangan

test - Jonathan Scowen

test email - Kevin Sean Donahue
- Sarah Forlico

[=)- Programmers

- Jonathan Kuleff
- Kieren Martin

- Vaagram Vareljian

o Vizrnie Pinarksia

AN

The number of groups you define will determine the number of rules you need to define.

b2g tSGQa t221 i GKS al YLE S Niz Sa aONBSyo
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%’ GEMConfigurationUtility 1.6

Directors Director Security
[ Directors Basic Security
Management

[¥] Accounts

Sales

Support

[ Training

Programmers

Catch All Monitored Accounts

RIS

In the above rules screen we have defined 10 rules. Bighiose are based on our employee groups,
2yS Aa (2 NBY2@S aLly Gl 33SRF6feQ 2N VIL] ¥ aFdkNE SN
through our net.

Renember that the rules are processed in order, top to bottom. So, the first thing we dopsdnthe
email to see if it is spam. If it is, we ignore it because we do not want to save it in our K1 or RecFind 6
database.
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'4 Edit Rule

subject contains *spam®
- OR Subject contains *ninja*
- OR Subject contains *???7?*

Noticethats S R2y Qi & Sanditions@ S O dzai $IzZNBF G KA & NUzZE S Aa Wi N
capturing the ema.

The next rule is the Directors rule.
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~To address contains Monitored Accounts - Directors

- OR From address contains Monitored Accounts - Directors

- BUT NOT Any address contains Monitored Accounts - Training
- BUT NOT Any address contains Monitored Accounts - Support
- BUT NOT Any address contains Monitored Accounts - Sales

- BUT NOT Any address contains Monitored Accounts - Programmers
- BUT NOT Any address contains Monitored Accounts - Managers
- BUT NOT From address contains Monitored Accounts - Accounts

Notice that with this rule we do set capture conditions (next screen).

CKA&E A& | Y2NB O2YL)X SE NHzA S 0S50l dzasS 68 2yte gty
from a director to a director ofrom an external contact to a director or from a director to an external
O2y il Otd® 2SS R2 y2i ¢A&AK (G2 F LI} & drdcirsdadiNeg Ol 2 NA Q
A0 FF YSYOSNE 0SOldzasS (KFG ¢2dzZ R LINPAKNED Qe AK 234 S
they are stored in the K1 or RecFind 6 database
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If the email being examined meets this rule we capture it and store it in the RecFind 6 or K1 database
according to the specified capture conditions as follows:

I~ Edit Rule

Cancel

-EDOC External ID

Security Code [
EDOC Type [0
—Link to Metadata profile?

O o

MetadataProfile g
=  Locate...

~Netadata Profile External 1D
b Al o
8=z

8 =iz Z i

el

Metadata Profile
Type

¥

v

L ¢2y Qi 3 2e dptionéBrdpar&meterirt thisip&per because they are all covered in the help
screens.

[ SGQa |t az2  2Qukcthatiruldib&sed ol the/htamh§eEcurity code and grouped as a
Y2YAG2NBR | O02dzyd OFffSR WYyl 3ISNEQOD
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'~ Edit Rule

-~ To address contains Monitored Accounts - Managers
“..0R From address contains Monitored Accounts - Managers

—Exceptions
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'~ Edit Rule

-EDOC External® — — — — — — —

g -

o
o
@

L Management
EDOC Type E!’"?i,',
Document Type

-Link to Metadata profile? — — — — —

O L4
MetadataProfile

~Metadata Profile Ext
e St e
=iz

L S Eral| Subect

v

i

Metadata Profile
Type e

Vi

I YR ¥ A ydokK at aur cétc®all @l&; méking sure nothing slips through our net. This is the last rule
to be processed so if an email has conditions that are not met by any of the previous rules it will end up
being processed by this last rule.
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'~ Edit Rule

R

~Exceptions
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the security used within our organization.

Summary

As a rule of thumb every email we receive or send will have one of our valid email addresses as a sender
or recipient (or C@ddress). So if we use the employee rule we can easily capture all emails sent and
received by our organization.
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